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q Isogeny-based (Post-Quantum) digital signature scheme

q A candidate of NIST PQC standard

q Small Key & Signature sizes

SQIsign

Algorithm
Public Key (bytes) Signature (bytes)

NIST-I NIST-III NIST-V NIST-I NIST-III NIST-V

SQIsign 65 97 129 148 224 292

ML-DSA 1312 1952 2592 2420 3309 4627

Falcon 897 1793 666 1280

SLH-DSA 32 48 64 7856 16224 29792
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q SQIsign needs quaternion arithmetic over field of rational numbers ℚ

q ℚ : No size bound on numerators, denominators

∴ Fixed-precision implementation of SQIsign is challenging
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q SQIsign needs quaternion arithmetic over field of rational numbers ℚ

q ℚ : No size bound on numerators, denominators

∴ Fixed-precision implementation of SQIsign is challenging

q Why Fixed-Precision?

• Constant-time implementation

• Implementation for memory-constrained devices
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q First theoretical uniform bound on KeyGen and Sign of SQIsign

• KeyGen bound : 𝟐𝟓𝟎𝒑𝟏𝟒 𝒍𝒐𝒈	𝒑 𝟗𝟔

• Sign bound : 𝟐𝟓𝟎𝒑𝟗𝟓
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q First theoretical uniform bound on KeyGen and Sign of SQIsign

• KeyGen bound : 𝟐𝟓𝟎𝒑𝟏𝟒 𝒍𝒐𝒈	𝒑 𝟗𝟔

• Sign bound : 𝟐𝟓𝟎𝒑𝟗𝟓

q Reducing the necessary precision

• Improved KeyGen bound: 2'(𝑝)

• Improved Sign bound: 2*'𝑝+(
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q Deuring correspondence: 1-1 between elliptic-curve objects and quaternion-algebra objects

q SQIsign accelerates isogeny computations by replacing them with (quaternion) ideal computations.

Quaternion Algebras in SQIsign
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q 𝐵!,# : Quaternion algebra, with ℚ-basis 1, 𝑖, 𝑗, 𝑘  for	(𝑖$ = −1, 𝑗$ = −𝑝, 𝑘 ≔ 𝑖𝑗 = −𝑗𝑖 with 𝑝 ≡ 3	(mod	4))

q Reduced norm nrd 𝛼 ≔ 𝛼 9𝛼 ∈ ℚ  where 9𝛼 ≔ 𝑎 − 𝑏𝑖 − 𝑐𝑗 − 𝑑𝑘 for (𝛼 = 𝑎 + 𝑏𝑖 + 𝑐𝑗 + 𝑑𝑘)

Quaternion Algebras in SQIsign
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q 𝐵!,# : Quaternion algebra, with ℚ-basis 1, 𝑖, 𝑗, 𝑘  for	(𝑖$ = −1, 𝑗$ = −𝑝, 𝑘 ≔ 𝑖𝑗 = −𝑗𝑖 with 𝑝 ≡ 3	(mod	4))

q Reduced norm nrd 𝛼 ≔ 𝛼 9𝛼 ∈ ℚ  where 9𝛼 ≔ 𝑎 − 𝑏𝑖 − 𝑐𝑗 − 𝑑𝑘 for (𝛼 = 𝑎 + 𝑏𝑖 + 𝑐𝑗 + 𝑑𝑘)

q Ideals : Quaternion lattices 𝐼 = ℤ𝛼% + ℤ𝛼$ + ℤ𝛼& + ℤ𝛼'

q Reduced norm nrd 𝐼 ≔ gcd nrd(𝛼) ∶ 𝛼 ∈ 𝐼

q Ideal Multiplication 𝐼%𝐼$ ≔ 𝛼𝛽 ∶ 𝛼 ∈ 𝐼%, 𝛽 ∈ 𝐼$

Quaternion Algebras in SQIsign
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q Representing ideals = Representing 𝛼%, 𝛼$, 𝛼&, 𝛼'  → 4x4 integer matrix (after clearing denominators)

• 𝛼ℓ = (𝑎ℓ + 𝑏ℓ ⋅ 𝑖 + 𝑐ℓ ⋅ 𝑗 + 𝑑ℓ ⋅ 𝑘)/𝑟ℓ

•  

Quaternion Algebras in SQIsign

𝑀 = *
-

𝑎* 𝑎+ 𝑎. 𝑎/
𝑏* 𝑏+ 𝑏. 𝑏/
𝑐* 𝑐+ 𝑐. 𝑐/
𝑑* 𝑑+ 𝑑. 𝑑/

 𝑟 = lcm(𝑟*, … , 𝑟/)
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q Representing ideals = Representing 𝛼%, 𝛼$, 𝛼&, 𝛼'  → 4x4 integer matrix (after clearing denominators)

• 𝛼ℓ = (𝑎ℓ + 𝑏ℓ ⋅ 𝑖 + 𝑐ℓ ⋅ 𝑗 + 𝑑ℓ ⋅ 𝑘)/𝑟ℓ

•  

q Computing ideal multiplication = Computing the basis of ideal multiplication

• 𝐼*𝐼+ = 𝛼𝛽 ∶ 𝛼 ∈ 𝐼*, 𝛽 ∈ 𝐼+ = 𝛼0𝛽1 *20,12/ where 𝐼* = 𝛼*, ⋯ , 𝛼/ , 𝐼+ = ⟨𝛽*, ⋯ , 𝛽/⟩

• HNF algorithm: Computes a basis of a lattice with given generate set

• HNF algorithm for a lattice 𝐼 can be performed by integer arithmetics over ℤ4 where 𝑚 = det(𝐼)

Quaternion Algebras in SQIsign

𝑀 = *
-

𝑎* 𝑎+ 𝑎. 𝑎/
𝑏* 𝑏+ 𝑏. 𝑏/
𝑐* 𝑐+ 𝑐. 𝑐/
𝑑* 𝑑+ 𝑑. 𝑑/

 𝑟 = lcm(𝑟*, … , 𝑟/)
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q ∄ bound on ℚ : field of rational numbers is an infinite set

q ∃ bound on SQIsign : algorithm is a finite sequence of statements

q How can we compute the existing bound?

Idea on Contribution 1: First theoretical bound on SQIsign
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q ∄ bound on ℚ : field of rational numbers is an infinite set

q ∃ bound on SQIsign : algorithm is a finite sequence of statements

q How can we compute the existing bound?

• Analyze each subroutine algorithm

• Recursively apply them to get a bound on 

KeyGen and Sign of SQIsign

Idea on Contribution 1: First theoretical bound on SQIsign
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q By our analysis, the main bottleneck is ideal multiplication

q Original ideal multiplication algorithm uses too large intermediate value:

Idea on Contribution 2: reducing the precision budgets
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q By our analysis, the main bottleneck is ideal multiplication

q Original ideal multiplication algorithm uses too large intermediate value:

det 𝜶𝟏𝜷𝟏, … , 𝜶𝟏𝜷𝟒 	≫ 	nrd 𝒓𝟏𝑰𝟏 𝟐nrd 𝒓𝟐𝑰𝟐 𝟐

Idea on Contribution 2: reducing the precision budgets
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q Summary

• We derive the theoretical size bound on SQIsign

• We modify the subroutine of SQIsign, reducing the necessary precision budget.

• We implement the first fixed-precision implementation of SQIsign

Conclusion
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q Summary

• We derive the theoretical size bound on SQIsign

• We modify the subroutine of SQIsign, reducing the necessary precision budget.

• We implement the first fixed-precision implementation of SQIsign

q Following works

• Constant-time implementation of quaternion algorithms for SQIsign

• Implementation of SQIsign KeyGen and Sign in memory-constrained devices

• Reducing precision budgets reasonably

Conclusion
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Thank	you	for	listening

PQSnC Lab Won Kim Paper


