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$ PQSnC
| SQlsign
d Isogeny-based (Post-Quantum) digital signature scheme

O A candidate of NIST PQC standard

O Small Key & Signature sizes

NIST-I  NIST-IIl  NIST-V  NIST-I NIST-lll  NIST-V

Public Key (bytes) Signature (bytes)
Algorithm

SQIlsign 65 97 129 148 224 292
ML-DSA 1312 1952 2592 2420 3309 4627
Falcon 897 1793 666 1280

SLH-DSA 32 48 64 7856 16224 29792
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| Challenges

SQlsign

This library is a C implementation of SQIlsign.

O SQIlsign needs quaternion arithmetic over field of rational numbers Q

O @ :No size bound on numerators, denominators
Requirements

~ Fixed-precision implementation of SQlsign is challenging
o CMake (version 3.13 or later)

e C11-compatible compiler
. (version 6.0.0 or later)
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| Challenges

SQlsign

This library is a C implementation of SQIlsign.

O SQIlsign needs quaternion arithmetic over field of rational numbers Q

O @ :No size bound on numerators, denominators
Requirements

~ Fixed-precision implementation of SQlsign is challenging
o CMake (version 3.13 or later)

e C11-compatible compiler
. (version 6.0.0 or later)

Q Why Fixed-Precision?
* Constant-time implementation

* Implementation for memory-constrained devices
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| Contributions e

Q First theoretical uniform bound on KeyGen and Sign of SQlsign
« KeyGen bound : 2°%p14(log p)°°

* Sign bound : 2°%p%>
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| Contributions o

Q First theoretical uniform bound on KeyGen and Sign of SQIsign

Comparison of Bounds by Security Level

48001

« KeyGen bound : 2°%p14(log p)°°
Bl Original (Experimental)

50000 A . .
B Original (Theoretical)
B Modified (Theoretical)

* Sign bound : 2°%p%>

40000 +

30000 A

Bits

O Reducing the necessary precision
20000 A

* Improved KeyGen bound: 268p°

10000 A

216 28

* Improved Sigh bound: 2*°p

NIST-ITN,

Security Level
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| Quaternion Algebras in SQlsign s

Elliptic-curve world Quaternion-algebra world

E (supersingular) O = End(F) C By,

0:E—FE Left O-ideal and right O’-ideal I,
deg(¢) nrd(Z,)

@, : E — E' equivalent I, ~ I

gb B — F I¢,

wo Iy -1,

O Deuring correspondence: 1-1 between elliptic-curve objects and quaternion-algebra objects

O SQIlsign accelerates isogeny computations by replacing them with (quaternion) ideal computations.
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| Quaternion Algebras in SQlsign s

0 B, :Quaternion algebra, with Q-basis {1,i,j,k}  for (i* = —=1,j% = —p, k = ij = —ji with p = 3 (mod 4))

0 Reduced normnrd(a) := aax € Q where & :== a — bi — ¢j — dk for (¢ = a + bi + ¢j + dk)

Korea University | PQSnC Lab.



| Quaternion Algebras in SQlsign s

Q

Q

Q

Q

Q

B, » : Quaternion algebra, with Q-basis {1,i,j,k}  for (i* = —1,j* = —p, k = ij = —ji with p = 3 (mod 4))

Reduced normnrd(a) := ad € Q where & :== a — bi — ¢j — dk for (¢ = a + bi + ¢j + dk)

|Ideals : Quaternion lattices I = Zaq + Za, + Zasz + Za,
Reduced norm nrd(I) := gcd {nrd(a) : a € I}

Ideal Multiplication 11, ={af : a € I, € I,}
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| Quaternion Algebras in SQlsign s

0O Representing ideals = Representing (a, @, as, a,) — 4x4 integer matrix (after clearing denominators)

° CQ=(ag+bg'i+Cg'j+dg'k)/Tg

e M =1 r =lem(ry, ..., 14)
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| Quaternion Algebras in SQlsign s

0O Representing ideals = Representing (a, @, as, a,) — 4x4 integer matrix (after clearing denominators)

° ag=(ag+bg'i+Cg'j+dg'k)/T{)

Ay a4 Az Qu

_1[ b1 by b3 Dby _
*M=- ci €y 3 Ca r =lem(ry, ..., 14)
di d; d3 dy

O Computing ideal multiplication = Computing the basis of ideal multiplication
* Ll ={aB:a €,,B € I} = (asPi)i<s <4 where Iy = (aq, -+, as), I = {(B1, -, Ba)
* HNF algorithm: Computes a basis of a lattice with given generate set

* HNF algorithm for a lattice I can be performed by integer arithmetics over Z,,, where m = det(I)
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PQSnC
| Idea on Contribution 1: First theoretical bound on SQlsign R

O A boundon Q: field of rational numbers is an infinite set

O I bound on SQIsign : algorithm is a finite sequence of statements

O How can we compute the existing bound?

Korea University | PQSnC Lab.



PQSNnC

Post-Quantum

| Idea on Contribution 1: First theoretical bound on SQlsign el

O A boundon Q: field of rational numbers is an infinite set

O I bound on SQIsign : algorithm is a finite sequence of statements

O How can we compute the existing bound?

Algorithm 4 Original IdealMultiplication (I, I5)
+ Anal h subroutine algorith b
natyze eacn suproutine atgoritnm .
Algorithm 5 Ideal Tolsogeny(])
q Truiddat il £
L7 1. ;) Algorithm 6 RandomldealGivenNorm(N, prime) Lemma 2. Let Iy = (o, 02,03, a4) and I, = (81, B2, 83, B1) be left i&imls such
7] 2. 4]  Imput: A positive integer N not multiple of p which is the norm of some left that {au, @z, g, au} and {By, B2, B3, Ba} are 3-LLL-reduced bases with § < § < 1.
9. 3: dJ Oy ideal, A boolean prime indicating whether N is prime, and a fixed parameter During the ideal multiplication routine of original Round-2 SQIsign, the mai-
. s m = QUAT_prime_cofactor which is prime, approximately as large as p and larger mum size of the integers that appear is bounded by
[ ] R l l t h t t b d 3: . than N but distinct from both.
ecursively a em to geta pounad on Sl Ot o e 7 ot O ofnom o s a excepin. 2101082 8 (1) (),
: “EX 1 found « false
X off 5 i
B x| o B then id where vy = lem(ra, . ., 7a,) and vy = lem(rg,, ..., 3,).
7. K| 4: 91,92, g3 + independent uniformly random integers in [0, N — 1]
8: K| 5: Y ¢ g1t + g2j + gaij
. . 9 g} & found ¢ (1 = Legendre(— nrd(~), N))
KeyGen and Sign of SQlsign | T e Temma 7. T ool o2 SQInigns whie computing TaealToTsogensy (10
8 7 7+ ModularSQRT(~ nrd(y), N) gorithm 5), the magimum size of the integers during the quaternion operations
ey 9 end if
11: 10:  end while is less than o0 . .
12: elf 11: else 2°°p'%(log p)**nrd(1)*.
13: 121 v+ GeneralizedRepresentInteger(mN, i, O, false) > This might raise an
14: exception
15 of 13 endif
16 v 14: while not found do N P
i 15:  2,,zw < uniformly randomly selected integers in [1, N] Lemma 8. While rm (Algorithm 6), the
e 16 Bz +yi+zj+wij mazimum value of the size of integers is less than 16pN .
17: found « (ged(nrd(B), N) = 1)
18: end while
19: J' « the left Og-ideal generated by 73 and N
20: return J' ‘
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PQSnC
| Idea on Contribution 2: reducing the precision budgets R

O By our analysis, the main bottleneck is ideal multiplication

O Original ideal multiplication algorithm uses too large intermediate value:

Algorithm 4 Original IdealMultiplication(/;, I3)

Input: Two ideals I = (a1, a2, a3, a4) and
I = <,31,,32,,33,ﬁ4> such that OR(Il) = OL(Iz).
Output: An ideal I I> = (y1,72,73,V4)-
1: 71 < lem(Tay s Tags Tags Tay)s

r2 < lcm(rﬂla""ﬁzarﬁs>""ﬁ4)
2: a; — riag, B < r2p5 (1 <15 < 4)

3: m < |det (1f1 cufz cufs c1fa
4. Compute M +— HNF azﬂj 151‘,3'54) over Zm

5: return —— M

T17T2
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| Idea on Contribution 2: reducing the precision budgets S

O By our analysis, the main bottleneck is ideal multiplication

O Original ideal multiplication algorithm uses too large intermediate value:
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Algorithm 4 Original IdealMultiplication(/;, I3)

Input: Two ideals I = (a1, a2, a3, a4) and
I = <,31,,32,,33,ﬁ4> such that OR(Il) = OL(Iz).
Output: An ideal I I> = (y1,72,73,V4)-
1: 71 < lem(Tay s Tags Tags Tay)s

r2 < lcm(rﬂla""ﬁzarﬁs>""ﬁ4)
2: a; — riag, B < r2p5 (1 <15 < 4)

3: m < |det (1f1 cufz cufs c1fa
4. Compute M +— HNF azﬂj 151‘,3'54) over Zm

5: return —— M

T17T2

Algorithm 5 Modified IdealMultiplication(/, I5)

Input: Two ideals I1 = (a1, a2, a3, a4) and

Is = (,31,,32,,33,,34> such that OR(Il) = OL(I2).

Output: An ideal I1 12 = (y1,y2,73,74)-
1 71 < lem(7a,, Tags Tass Tay)s

re & lcm(rﬁ1>rﬂ21rﬂ3’rﬁ4)
2: a1, Bjrf; (1<14,5<4)
3: m < nrd(r111)? nrd(reI2)?
4: Compute M < HNF((aif;)1<i,j<a) OvVer Zp,.

5: return —~ M
T17T2

det(a B4, ..., a1 B4) > nrd(ril,)*nrd(r,1,)?
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| Conclusion

O Summary
* We derive the theoretical size bound on SQlsign

* We modify the subroutine of SQIsign, reducing the necessary precision budget.

* We implement the first fixed-precision implementation of SQlsign
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| Conclusion

O Summary
* We derive the theoretical size bound on SQlsign

* We modify the subroutine of SQIsign, reducing the necessary precision budget.

* We implement the first fixed-precision implementation of SQlsign

O Following works

* Constant-time implementation of quaternion algorithms for SQlsign

* Implementation of SQlsign KeyGen and Sign in memory-constrained devices

* Reducing precision budgets reasonably
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